
UniverSIM® WPKI 
Authentication in your pocket

A digital signature is created 

by typing a secret code (i.e. 

your signing PIN) into the  

mobile phone. This secret 

code in combination with the 

G&D UniverSIM® WPKI card 

and a chosen text triggers a 

cryptographic algorithm to 

generate the digital signature. 

Mobile signatures are the 

key for secure mobile  

identity services

A mobile signature is a digital 

signature generated in a  

mobile phone. 

The digital signature is the 

legal equivalent of your own 

signature. 

Everyone benefits from 

mobile identity services

Secure mobile identity services 

turn the mobile phone into a 

personal trusted device. The 

UniverSIM® WPKI card is a 

joint solution from G&D and 

Valimo. It enables a mobile 

operator to offer mobile  

signature services for both 

consumer and corporate  

account segments. 
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Each of your digital signa-

tures can be linked to a digi-

tal certificate (an electronic 

record) that vouches for your 

real-world identity. Thus, the  

digital signature is a unique 

feature for:

•	Proving your real-world 

identity to third parties  

without face-to-face  

communications

•	Making a legally binding 

commitment by sending  

a confirmed message to 

another party

 

The G&D and Valimo  

advantage

G&D and Valimo add value. 

Our solution has already been 

proven in a commercial envi-

ronment. It is self-contained 

and works with certificate 

repositories from multiple 

Certification Authorities 

(CAs), i.e., adapts to any  

local PKI conditions.

The G&D UniverSIM® WPKI 

card works with any GSM 

2.5+ phone.

Mobile signature  

applications

Three applications that  

benefit from mobile  

signatures are:

 

•	Digital signing of pdf  

documents and texts  

on a website

•	User authentication  

for logging into a VPN

•	Confirming payments  

or money orders without  

a PIN/TAN list in an online 

bank account 

User with personal 
trusted device

Remote user Web shop

Messaging 
server*

Back offi ce
payment application

External Certifi cate 
repositories located 
at a 3rd party CA 
(certifi vate authority)

MSSP = Mobile Signature Service Provider
MSS = Mobile Signature Services

* The messaging server enables the MSSP server to deal with a range of existing GSM network 
components such as OTA servers. It is not needed if mobile operator have a mobile signature-
capable transfer system in their GSM network.

MSSP
server

Internet

Mobile Network

Online retailer

Mobile operator

UniverSIM® WPKI Infrastructure

Signature requests = 
Contract signing via 
ETSI MSS

Authentication 
requests = Signing via 
ETSI MSS


