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SGP.32 Basics

All Components. One Partner. G+D.

GSMA SGP.32 is the technical specification for Remote SIM
Provisioning (RSP) for IoT devices. It is designed to replace
the older M2M standard (SGP.02) by bringing the flexibility

of the Consumer model (SGP.22) to automated, large-scale
loT deployments.

SGP.32 defines a simplified, IP-based eSIM architecture,
reducing operational complexity and enabling
efficient remote SIM management across large IoT fleets,

including optimizations for low-power devices. )

A1 |nteroperability is the foundation for
reliable loT solutions. With the jointly
validated reference environment, we ((29\))
support providers in ensuring this
compatibility at an early stage — while
adding the high security standards

that G+D, as a SecurityTech company,
is known for. #¥

Andreas Morawietz |
Global Head of eSIM & Solutions Portfolio

Why it matters

Solution Brief

Single SKU:

The SGP.32 architecture allows a manufacturer to
build a single stock keeping unit (one hardware
version) that can be shipped anywhere in the
world and automatically provisioned with a local
data plan upon arrival.

Operational efficiency:

SGP.32 is crucial because it enables seamless,
in-field switching of connectivity, giving loT
devices greater flexibility and operational
efficiency.

Flexible connectivity:

It also provides the flexibility to overcome
low-coverage areas and reliably serve countries
where roaming is restricted or prohibited.

Improved Security:

SGP.32 delivers GSMA-standardized end-to-
end security with strong authentication and
encryption for eSIM profile management.



SGP.32 Architecture
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The architecture centers on four key modules that enable “zero-touch” profile management:

elM (eSIM IoT Remote Manager):

The elM is a server-side component operated by an OEM or
service provider to centrally manage eSIM profiles. It sends
commands - such as profile download, enablement, and
deletion - to individual devices or to massive fleets of loT
devices simultaneously. The elM supports both direct and
indirect profile download options. In direct download, the
device downloads the profile directly from the SM-DP+
server, ideal for capable devices. Indirect download routes
the profile through the elM, which acts as an intermediary,
optimized for network-constrained or low-power loT
devices.

SM-DP+ (Subscription Manager Data Preparation):

The secure vault that stores and encrypts carrier profiles.
SGP.32 leverages the existing SM-DP+ infrastructure used
for smartphones.

Optional Components

CMP (Connectivity Management Platform):

A centralized system that enables companies to provision,
monitor, and manage large fleets of eSIMs across global
mobile networks. It provides real-time visibility,
automation, and control over connectivity to ensure
reliable, scalable lIoT and mobile deployments.

IPA (loT Profile Assistant):

A software component on the loT device that acts as the
bridge between the eIM and the eUICC. It can either reside
on the device itself (IPAd) or directly in the eUICC (IPAe).
Both options have different advantages:

e |PAd:
Runs on the device’s firmware, modem or host-processor.
Compared to IPAe it is more reliable and provides higher
flexibility on use case implementation.

e [PAe:
Resides directly within the eUICC. It simplifies the
integration for very basic devices.

eUICC:
The SIM hardware chip that securely hosts the operator
profiles and executes the provisioning commands.

SM-DS (Subscription Manager Discovery Service):

It enables loT devices to automatically locate the correct
SM-DP+ from which their pre-assigned eSIM profiles can
be downloaded.



Technical Highlights
SGP.32 solves specific “pain points” found in earlier loT standards:

No SMS Dependence: Unlike the old M2M Push Model: It removes the need for a human to
standard, SGP.32 is purely IP-based. It works
perfectly over NB-loT and LTE-M networks that

often lack SMS support.

scan a QR code. The elM “pushes” the profile to

the device automatically based on business rules
(e.g., location or signal strength).

@ Lightweight Protocols: It supports CoAP (Cons-
{J trained Application Protocol) and DTLS instead
Q—) of heavy HTTPS, which preserves battery life and

minimizes data usage for low-power sensors. without changing hardware.

Carrier Agnosticism: It eliminates the “lock-in" of
the old M2M SM-SR (Subscription Manager Root),
making it easier for companies to switch carriers
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COMPRION

Mutually Validated Testing throughout SGP.32 Specification

G+D and Comprion, the worldwide leading manufacturer of test solutions for terminals, smart card interfaces and smart cards,
have entered a partnership to mutually validate SGP.32 components as well as a development and testing environment for
SGP.32 based IoT eSIM solutions. Both partners have tested their respective components not only individually, but also in joint
interoperability tests to ensure their products are implemented in compliance with SGP.32.

Why testing is important before you deploy:

Providers and integrators of SGP.32 IoT eSIM solutions can use the test kit to verify, even before entering the market, whether
their products are implemented in accordance with the SGP.32 specification. In case of interoperability issues, they can carry
out a transparent and detailed error analysis.

G+D - all SGP.32 components from a single source

We provide the complete SGP.32 ecosystem from a single source - including the eUICC, the IPA, the eSIM loT Manager (eIM), the
SM-DP+/ profile preparation environment, and a full connectivity management platform - ensuring seamless, standards-aligned
provisioning for screenless loT devices.

All our components are fully interoperable and could also be selected and put together individually and flexibly integrated into
existing infrastructures.
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